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EXECUTIVE SUMMARY 

BERTHA’s details 

The BERTHA consortium 

 

Project name BEhavioural ReplicaTion of Human drivers for CCAM 

Project acronym BERTHA 

Grant Agreement 
number 

101076360 

Duration and dates 36 months (1 November 2023 – 31 October 2026) 

Call and topic HORIZON-CL5-2022-D6-01-03: Safe, Resilient Transport and Smart 
Mobility services for passengers and goods 

Granting authority European Climate, Infrastructure and Environment Executive Agency 
(CINEA), under the powers delegated by the European Commission 

Official project website berthaproject.eu 

Nº NAME ROLE COUNTRY 
1 INSTITUTO DE BIOMECANICA DE VALENCIA (IBV) Coordinator Spain 
2 INSTITUT VEDECOM (VED) Beneficiary France 
3 UNIVERSITE GUSTAVE EIFFEL (UGE) Beneficiary France 
4 DEUTSCHES FORSCHUNGSZENTRUM FUR 

KUNSTLICHE INTELLIGENZ GMBH (DFKI) 
Beneficiary Germany 

5 CENTRE DE VISIO PER COMPUTADOR (CVC-CERCA) Beneficiary Spain 
6 ALTRAN DEUTSCHLAND SAS & CO KG (CAP) Beneficiary Germany 
6.1 VORTEX - ASSOCIACAO PARA O LABORATORIO 

COLABORATIVO EM SISTEMAS CIBER-FISICOS E 
CIBERSEGURANCA (VOR) 

Affiliated entity Portugal 

7 CONTINENTAL AUTOMOTIVE FRANCE SAS (CON) Beneficiary France 
8 FUNDACION CIDAUT (CIDAUT) Beneficiary Spain 
9 AIT AUSTRIAN INSTITUTE OF TECHNOLOGY 

GMBH (AIT) 
Beneficiary Austria 

10 UNIVERSITAT DE VALENCIA (UVEG) Beneficiary Spain 
11 EUROPCAR INTERNATIONAL Beneficiary France 
12 F. INICIATIVAS, CONSULTADORIA E GESTAO, 

UNIPESSOAL, LDA (FI) 
Beneficiary Portugal 

12.1 F. INICIATIVAS ESPANA I MAS D MAS I SLU (FI_ES) Affiliated entity Spain 
13 PANASONIC AUTOMOTIVE SYSTEMS EUROPE GMBH 

(PAN) 
Beneficiary Germany 

14 THE KOREA TRANSPORT INSTITUTE (KOTI) Associated 
partner 

Korea 
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Project’s summary 

The main objective of BERTHA is to develop a scalable and probabilistic Driver Behavioural 
Model based mostly on Bayesian Belief Networks (BBN). The DBM will be implemented on 
an open-source (repository) to validate the technological and practical feasibility of the 
solution with industry, and provide a distinctive approach for the model worldwide scalability. 
The resulting DBM will be translated into a simulating platform, CARLA, using various 
demonstrations which will allow the construction of new driving models in the platform. 

BERTHA will also include a methodology which, using the HUB, will allow to share the model 
with the scientific community, in order to facilitate its growth. 

The project includes a set of interrelated demonstrators to show that the DBM can be used 
as a reference to design human-like, easily predictable and acceptable behaviours of 
automated driving functions in mixed traffic scenarios. 

BERTHA is expected to go from TRL 2 to TRL 4. The requested EU contribution is €7,981,801. 
The consortium, formed by 14 entities from 6 countries, including South Korea, deems this 
Project as vitally relevant to the CCAM industry due to its impact for safer and more human-
like CAVs and its market and societal adoption. 

Document details 

Deliverable type Data Management Plan 

Deliverable nº D6.8 

Deliverable title Data Management Plan (DMP) 

Lead beneficiary VED 

Work package and 
task 

WP6 – T6.4 

Document version 1.0 

Contractual delivery 
date 

M6-M36 

Actual delivery date M9 

Dissemination Level PU - Public 

Purpose To establish the BERTHA framework for data management and 
exchange.  
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Document’s abstract 

The Data Management Plan (DMP) for the BERTHA project, funded under Horizon Europe, 
delineates a comprehensive strategy for managing the data collected, processed, and 
generated throughout the project's lifecycle. A concise analysis within the DMP reveals the 
planned data collection, storage, and security methodologies, ensuring compliance with 
legal and ethical standards, particularly the General Data Protection Regulation (GDPR). The 
background of this document is rooted in the need for a robust framework to handle diverse 
data types—from raw data and processed information to software code and written 
documents. These data are integral to developing the Driver Behavioural Model (DBM). The 
main conclusions highlight the DMP's role in facilitating effective data sharing among project 
partners and the broader scientific community.  

Document’s revision history 

The following table describes the main changes done in the document since it was created. 

 

  

REVISION DATE DESCRIPTION AUTHOR 

V.0.1 27/03/24 First draft. C. Arias-Perdomo (VED) 

V.0.2 17/05/2024 Draft to Review with partners 
input. 

Main author: C. Arias-Perdomo 
(VED)  

Co-authors: H.De Rosario (IBV), B. 
Martinez (IBV), M. Marcos (FI), A. 
Bouslah (VED), S. Pechberti (VED), 
T. Bellet (UGE), J. Bornard (UGE), M. 
Diez (CID), G. Kohatsu (CVC), A. 
Lopez (CVC), K. Tovaas (AIT), M. 
Zach (AIT), V. Romero (CAP), S. 
Lacrampe (EUR), S. Govil (DFKI), C. 
Armero (UV), R. Ferreira (CON). 

V.0.3 12/06/2024 Revision. Fernando Alves (VOR) 

V.0.4 17/06/2024 Addressing initial feedback 
from internal review and 
partners' corrections. 

C. Arias-Perdomo (VED) 

V.0.5 02/07/2024 Extension of the conclusion by 
recommendation of WP6 
leaders (FI GROUP). 

C. Arias-Perdomo (VED) 

V.0.6 15/07/2024 Change cover typography M. Marcos (FI) 

V.1.0 15/07/2024 Ready for submission Helios De Rosario (IBV) 
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Terminology and acronyms 

TERM/ACRONYM EXPLANATION 

CAV Connected Autonomous Vehicles 

CCAM Connected, Cooperative, and Automated Mobility 

CINEA Climate, Infrastructure and Environment Executive Agency 

DBM Driver Behavioral Model 

EC European Commission 

HAV Human Autonomous Vehicle 

BBN Bayesian Belief Network 

DMP Data Management Plan 

DPO Data Protection Office 

GDPR General Data Protection Regulation 

FAIR Findable, Accessible, Interoperable, and Reusable 

UC Use Cases 

TBD To Be Determined 

TBC To Be Confirmed 

VIN Vehicle Identification Number 

Disclaimer 

THIS DOCUMENT IS PROVIDED "AS IS" WITH NO WARRANTIES WHATSOEVER, INCLUDING 
ANY WARRANTY OF MERCHANTABILITY, NON-INFRINGEMENT, FITNESS FOR ANY 
PARTICULAR PURPOSE, OR ANY WARRANTY OTHERWISE ARISING OUT OF ANY PROPOSAL, 
SPECIFICATION, OR SAMPLE. 

Any liability, including liability for infringement of any proprietary rights, relating to the use of 
information in this document is disclaimed. No licence, express or implied, by estoppels or 
otherwise, to any intellectual property rights are granted herein. The members of the project 
Learn do not accept any liability for actions or omissions of Learn members or third parties 
and disclaim any obligation to enforce the use of this document. This document is subject to 
change without notice. 

Funded by the European Union. Views and opinions expressed are however those of the 
author(s) only and do not necessarily reflect those of the European Union or the European 
Climate, Infrastructure and Environment Executive Agency (CINEA). Neither the European 
Union nor the granting authority can be held responsible for them. 

 

 

 



    
Funded by the European Union. Views and opinions expressed are however those of the author(s) only and 
do not necessarily reflect those of the European Union or the European Climate, Infrastructure and 
Environment Executive Agency (CINEA). Neither the European Union nor the granting authority can be held 
responsible for them. 

 

7 

 DATA MANAGEMENT PLAN (DMP) 

1. INTRODUCTION AND OBJECTIVES 

1.1. Objectives and scope of the document 

The Data Management Plan (DMP) for BERTHA, a HORIZON Europe project [1], outlines the 
comprehensive strategy for managing the data collected, processed, and generated 
throughout the project's lifecycle. The DMP ensures that the research data is findable, 
accessible, interoperable, and reusable (FAIR) [2], which aligns with the Guidelines on FAIR 
Data Management in Horizon 2020 [3]. All partners will confirm a Data Protection Office 
(DPO) that will guide rights, notify risks, and respond to requests, ensuring a robust data 
management and exchange framework. 

This document is the first version of the Data Management Plan (DMP) of the BERTHA 
project, funded by the European Union under Grant Agreement nº 101076360. The DMP is a 
“living document,” continuously developed and updated as the project progresses. Any 
significant changes will also be incorporated into new versions of the DMP, with a major 
revision at the end of the project (30/10/2026). The updates of the DMP will be included as 
follows: 

 

Deliverable Name Due date 

D6.8 Data Management Plan (DMP) (I) 31/05/2024 

D6.9 Data Management Plan (DMP) (II) 30/04/2025 

D6.10 Data Management Plan (DMP) (II) 30/10/2026 

Table 1. Data management reports. 

The DMP aims to establish protocols for standardising metadata publication format and 
examine the primary components of the data management strategy that the project will 
employ across all generated datasets. Also, the DPM will specify the dataset units the project 
will create and describe the data preservation measures. The partners drafted the 
information presented in this document during the project's initial phase. This document 
serves as the initial version of the BERTHA DMP and will be updated periodically to reflect the 
evolving needs and objectives of the project. It is a living document that will be continually 
reviewed and refined throughout the project's lifespan. 

1.2. Structure of the deliverable 

The deliverables consist of the following sections: 

● Section 1 is the introductory section, which presents the objectives of the DMP. 
● Section 2 is the data summary of the project. 
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● Section 3 presents the legal and ethical frameworks of the DMP and how the FAIR 
principle is implemented. 

● Section 4 is about the allocation of resources. 
● Section 5 is about data security, storage, and recovery. 
● Section 6 has the last concluding remarks.  



    
Funded by the European Union. Views and opinions expressed are however those of the author(s) only and 
do not necessarily reflect those of the European Union or the European Climate, Infrastructure and 
Environment Executive Agency (CINEA). Neither the European Union nor the granting authority can be held 
responsible for them. 

 

9 

 DATA MANAGEMENT PLAN (DMP) 

2. DATA SUMMARY  

Data management is crucial to the BERTHA project, encompassing data collection, storage, 
and secure utilisation. This DMP aims to provide pertinent information regarding the data 
that will be collected and used by the project partners and made accessible. The data 
collection seeks to develop BERTHA's outcomes and calibrate the DBM parameters. 

The data collected will include datasets from various work packages, project deliverables, 
dissemination materials, software artefacts, and scientific publications. The formats of these 
data will vary, including but not limited to raw data, processed data, software code, and 
written documents. In this context, 'data' refers to several categories of information that will 
be used and produced during the project, including: 

● Datasets from Data Collection: These are generated from the project's various work 
packages and during the simulations. They form the basis for developing the Driver 
Behavioural Model (DBM), and other models/algorithms using it. 

● Project Deliverables: These will be openly accessible to individuals interested in the 
project's insights. They include the DBM, the HUB, and the methodology for sharing 
the model with the scientific community.  

● Communication/dissemination: Inside the deliverables related to communication 
and dissemination, we also include aggregate data on the website's performance, 
social media, and newsletter from their analytic tools (e.g., number of followers, 
number of subscribers, number of website visits, and others). This data is with the 
purpose of analysing the performance of the communication channels and optimising 
them accordingly. Data from event participants/attendants should be included when 
registering for the project's workshops and final event (e.g., name, surname, 
organisation, email address, and others). Finally, data from newsletter subscribers is 
necessary to send them the newsletters by email: we only collect their first names and 
email addresses. The website's contact form data (name, surname, organisation, and 
email) is used to contact users back. The forms to collect this data are GDPR compliant.  

● Scientific Publications: These refer to the procedures and research results. 

This DMP focuses mainly on data collected in the initial draft, but it will also report on data 
produced in the project context and non-sensitive data that can eventually be made publicly 
available. 

 

There is one primary model development cycle in the project: 
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● Driver Behavioural Model (DBM): This DBM is intended to be a robust and scalable 
probabilistic model that comprehensively encompasses critical facets of human 
driving performance. The model will be structured around distinct modules: 
Perception [4], Risk Awareness [5], Decision-Making [6], Affective [7], and Motor [8]. 
The goal is to make autonomous vehicles safer and more human-like by incorporating 
this model into their systems. The DBM implementation will be supported by the HUB, 
allowing for industrial validation and worldwide scalability. This DBM will also be 
translated into the CARLA simulator [9], an open-source driving simulator for 
autonomous vehicle research. This model development is central to achieving the 
objectives of the BERTHA project. 

 

 
Figure 1. Structure of BERTHA modules. Each module contributes different features to the data model. 

2.1. General overview of existing datasets to be used in BERTHA 

Eurpcar (EUR) provides access to extensive vehicle fleet data to BERTHA task leaders, 
including different features such as localization, fuel levels, and other operational metrics 
collected from their large fleet of vehicles managed via their platform. This dataset is 
important for calibrating the DBM, offering real-world insights into vehicle usage patterns 
under various conditions. The specific data used will depend on the needs identified by 
BERTHA task leaders and may include detailed information on vehicle status, event 
description, maintenance that varies by constructor. The utility of EUR’s data is significant in 
enhancing the realism and applicability of the DBM in reflecting current automotive 
standards and driver behaviours. 

 

The data collected by EUR originates from rental cars, primarily communicated through the 
vehicle's telematics unit or occasionally via an added Geotab-type unit. Whether renters need 
to be informed about using their data for the DBM depends on the nature of the data 
collected. Specific customer notification is not required for metric data, which does not 
include personal information. However, the data collected can be traced to the customer 
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through the Vehicle Identification Number (VIN). In that case, informing the customer is 
necessary to ensure compliance with privacy regulations. 

 

The table below provides an overview of the datasets that BERTHA expects to use for the 
project: 

 

Type of 
data 

Descriptio
n 

Origin Formats Expected 
Size 

Utility License 

Vehicle 
telematics 
data from 
EUR fleet 

Data from 
EUR’s fleet. 

EUR via 
their 
platform. 

Excel. Large 
(Details 
TBC)  

Used in 
WP2 and 
WP5 for 
real-world 
behaviour 
modelling 
and safety 
assessmen
ts. 

EUR has 
contracts 
with each 
manufactur
er or 
aggregator 
to collect 
this data. 
Therefore, 
the data is 
licensed 
under the 
terms 
specified in 
these 
contracts. 

Public 
driving 
datasets 

Naturalistic 
and FOT 
data from 
previous 
EU 
projects. 

Various 
public 
sources 
TBS. 

TBD (To Be 
Determine
d). 

Varies.  TBD. 

Table 2. List of existing datasets to be used in BERTHA.. 

 

While this table is comprehensive based on current project needs, BERTHA project remains open 
to incorporating additional datasets as the project evolves and if it becomes beneficial to its 
objectives. 

2.2. Overview of research data to be generated in BERTHA 

The table below provides an overview of the datasets that BERTHA expects to generate. 

 

Type of data Description Origin Formats Expected 
Size 

Utility 

Perception 
data module 

Data from eye-
tracking and in-
cabin 
monitoring 

Simulations 
in CARLA 
(WP2, WP4) 

TBD. Large. Feeds into the 
Perception 
Module of DBM 
for analysing 
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Type of data Description Origin Formats Expected 
Size 

Utility 

systems, 
capturing 
drivers’ 
perceptual 
interaction with 
the driving 
environment. 

driver attention 
and awareness. 

Risk 
awareness 
data module 

Situational 
awareness and 
risk assessment 
data, gathered 
through visual 
and self-
assessments. 

Lab tests 
(UGE),  and 
Simulations 
in CARLA 
(WP2, WP1) 

TBD. Large. Supports the 
Risk Awareness 
Module by 
modelling 
drivers' hazard 
detection and 
management. 

Decision-
making data 
volume 

Records of 
decisions made 
by drivers 
under 
simulated 
conditions, 
showing 
choices in 
critical driving 
situations. 

Lab tests 
(UGE),  and 
Simulations 
in CARLA 
(WP2, WP4) 

TBD. Large. Helps refine the 
Decision-
Making Module, 
particularly in 
complex traffic 
scenarios. 

Affective 
data module 

Data on drivers’ 
emotional 
states, captured 
via 
physiological 
sensors and 
self-report 
measures 
during driving 
tests. 

Lab, 
simulator  
and real-
world 
settings 
(WP2, WP3, 
WP1) 

TBD. Large. Integral to the 
Affective 
Module, 
influencing 
decision-
making 
processes and 
driving style. 

Motor 
control data 
module 

Data on vehicle 
control actions 
by drivers, such 
as steering 
acceleration, 
under various 
test conditions. 

CARLA 
simulator 
and real-
world 
vehicles 
(WP2, WP1, 
WP5) 

TBD. Large. Enhances the 
Motor Module 
by detailing the 
physical 
interactions 
with vehicle 
controls. 

Sociological 
Data 

Responses from 
a global survey 
conducted in 6 
countries, 
covering 
drivers, 
focusing on 
specific 
situations and 
driver reactions. 

Global survey 
(WP1) 

TBD. Approx. 1200 
drivers. 

Essential for 
calibrating 
DBM in WP1 
and WP2. 
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Type of data Description Origin Formats Expected 
Size 

Utility 

Field 
Operational 
Test (FOT) 
data 

Participant 
evaluation data 
resulting from 
naturalistic 
driving studies. 
This includes 
everyday 
driving 
behaviour and 
user profiles, 
capturing 
various 
parameters. 

Real-world 
settings 
(WP2) 

TBD. TBC (To Be 
Confirmed). 

The objective is 
to replicate and 
utilise diverse 
user profiles 
rather than 
conducting all 
these tests with 
the same group 
of volunteers. 

Test Track 
Data 

Data from 
controlled 
circuit 
environments 
under specific, 
programmed 
scenarios. It 
includes driver 
responses to 
predefined 
situations, 
safety test 
results, and 
regulatory 
analysis data. 

Controlled 
Circuit Tests 
(WP5) 

TBD. TBC. We assess 
driver reactions, 
improve safety 
features, inform 
new safety 
standards, and 
update 
certification 
processes for 
emerging 
automated 
vehicle 
technologies. 

Table 3. List of datasets to be generated in BERTHA. 

 

We currently do not have specific datasets available as results have yet to be published in the 
project. However, once the datasets are created, we plan to license them appropriately to 
ensure data protection and compliance with sharing policies. 

 

We will ensure that all datasets are licensed to promote accessibility and reusability while 
respecting privacy and proprietary constraints. Possible licenses could include Creative 
Commons Attribution (CC BY) or Open Data Commons Open Database License (ODbL) for 
the datasets, depending on the nature and sensitivity of the data. This will be finalised in 
consultation with the project partners for future versions of the DMP. 

 

In the case of the DMB, basic functionalities will be made available to the general public via 
the MIT license, and advanced software implementations will be licensed for use. 
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2.3. BERTHA Data Management Plan (DMP) Guiding Principles 

As mentioned, the primary objective of data collection in the BERTHA project is to develop a 
robust and scalable probabilistic DBM that comprehensively encompasses critical facets of 
human driving performance. This data will be used to improve autonomous vehicles' safety 
and human-like behaviour. 

The collected data directly supports the project’s aim to make autonomous vehicles safer and 
more human-like. The data will be used to develop and validate the DBM, a core component 
of the project. 

As the project evolves, the expected datasets gathered/produced will develop and grow. 
Thus, some information concerning the datasets, e.g., their size, remains to be discovered. 
The collaborators will provide an updated version of the datasets at the end of the project. 

The collected data will benefit many stakeholders, including the scientific community, 
autonomous vehicle manufacturers, and policymakers. It will also help the public as it 
contributes to developing safer and more efficient autonomous vehicles.  
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3. BERTHA FRAMEWORK 

3.1. Legal Framework 

Under the General Data Protection Regulation (GDPR), personal data encompasses any 
details connected to an identifiable or identified individual. This includes any means by which 
a person can be recognized whether directly or indirectly, through identifiers like names, ID 
numbers, location details, online identifiers, or through characteristics unique to the person's 
physical, biological, psychological, cultural, or social aspects. 

In line with the General Data Protection Regulation (GDPR) principles, our project is 
committed to the responsible and ethical handling of personal data. As mentioned, the core 
of BERTHA's project is the DBM. This model is designed with distinct modules related to 
individuals. In line with the General Data Protection Regulation (GDPR) principles, our project 
is committed to the responsible and ethical handling of personal data.  

The DBM utilises actual human driver data, and we are fully aware of the sensitive nature of 
this information. Therefore, we ensure that all data collection, processing, and handling are 
conducted in strict compliance with the GDPR and applicable ethical standards and 
requirements in the respective countries of data collection. In this sense, we adhere to the 
FAIR principles and follow each partner's data collection and storage policies, which include 
secure storage, access control, and regular audits to ensure ongoing compliance. Each 
partner's sensitivity level depends on the data source and owner. For more details, check 
Section 5.3. 

This commitment to data protection and privacy is not just about legal compliance; it is 
central to our mission of making autonomous vehicles safer and more human-like. By 
respecting the privacy and rights of individuals, we can build a model that genuinely serves 
society,  a model that is not just about technology but about people. 

 

3.2. FAIR principles in BERTHA 

As mentioned, personal data in BERTHA within the GDPR is based on the "FAIR" principles of 
data management, which imply making research data Findable, Accessible, Interoperable, 
and Reusable. Below is a review of each of these principles for BERTHA.  

3.2.1. Making Data and Metadata Findable 

Metadata is data about data, in other words, data that provides information about other data 
or on the research data themselves. Rich metadata helps people to determine whether a 
dataset is relevant and valuable. As described in the strategy for the management of the 
intellectual property of BERTHA's proposal, the metadata in publishing format should include 
the following: 
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● At least the terms "European Union (EU)" and "Horizon Europe". 
● The project title, acronym, and prominently acknowledge grant agreement. 
● Publication date. 
● Persistent identification. 

In addition to the metadata provisions outlined above, the BERTHA project will produce 
scientific publications as part of its data output. These publications will be assigned a Digital 
Object Identifier (DOI), a persistent identifier used to identify these digital resources uniquely. 
The DOI ensures that the publications are easily discoverable and accessible, further 
enhancing the findability and identifiability of our data.  

On the other hand, the automotive industry currently lacks a universally accessible 
collaborative platform or concept. BERTHA data will be used to develop a working prototype 
for a decentralised, cloud-scalable platform that offers collaborative workflows as a building 
block to improve models of traffic participants (drivers, pedestrians, and others). This would 
be a Data Hub whose structure, facilities, and management comply with FAIR data principles. 

The datasets produced in BERTHA include Dynamic MetaData. In addition to the Use Cases 
(UC) parameters, the MetaData common for one XP instance consists of a unique identifier 
for drivers (UUID). The list below describes the metadata that is provided in the data model 
and related to the UC parameters: 

 

Identity: Unique for the driver, whose value is a string. 
Environment: This is a reference to implementing a Static Data definition. It includes 
the number of objects in the scenarios. 
Value: Integer, Float, String, and others. 
Unit: If related, N/A otherwise. 
Use Case parameters: speed, distance, and others. 

 

Datasets will be versioned and structured using a name convention consisting of 
DS_BERTHA_DataController_Description_YYYMMDD_HHMMSS_DataNr. 

 

Where DS stands for the dataset, DataController refers to the short name of the partner 
responsible for the dataset, Description refers to a brief description of the content of the 
dataset, YYYMMDD_HHMMSS considers necessary the year, month, day, hour, minutes, and 
seconds of the data, and DataNr is the version number. 
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3.2.2. Making Data Openly Accessible 

 

In alignment with the Open Access Mandate, the BERTHA project is committed to making 
its research data as accessible as possible while recognizing the need for certain restrictions 
due to privacy concerns, commercial interests, or security reasons. 

The project partners will make all data and software outputs from the BERTHA project openly 
available, free of charge. This includes project outcomes, news, and other relevant 
information, which project partners will regularly update on the project's website. The project 
also opts for open-source software, primarily CARLA, which will be available without 
restrictions to facilitate the reproducibility of results. 

While the project aims for maximum openness, it also recognizes the need to safeguard 
legitimate interests or constraints. So, certain parts of the source code or outcomes may need 
to be kept confidential when necessary, adhering to the principle of being 'as open as 
possible, but as closed as necessary.' This approach safeguards legitimate interests or 
constraints. 

The data, associated metadata, documentation, and code will be deposited in various 
platforms, including the project's website and the Open Research Europe (ORE) [10] platform. 
The project also aims to support developing and consolidating the European Open Science 
Cloud (EOSC), facilitating synergies with other projects. All data deposited on the ORE 
platform are accessible to the public without restriction.  

To ensure the data's security and integrity, BERTHA will adhere to secure communication 
protocols and will utilise SHA-256 [11] for data integrity checks. The database will be protected 
using a suitable cryptographic encryption algorithm. These security measures will protect the 
data against unauthorised access. 

In the future, partners will provide comprehensive documentation about any software 
required to access the data. This ensures that users can effectively utilise the data and 
software outputs from the BERTHA project. Partners will ensure that the conditions for 
access, including the licensing terms, are well-described and provided in a machine-readable 
format. This aligns with the principle of being ‘as open as possible, but as closed as 
necessary,’ ensuring that we balance openness with safeguarding legitimate interests or 
constraints. 

 

 

3.2.3. Making Data Interoperable 

 

For the data and the other research outputs mentioned in Section 1, the project BERTHA will 
publish documents in their original format and as PDFs if the software required to read the 
document is not available to everyone, making the data interoperable. 
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Deliverable Type Interoperability Responsible 

D2.1. BERTHA data 
model 

OTHER It considers the 
meaning of the 
information, 
characteristics 
allowing 
representation, and 
principles of data 
recording campaigns. 

VED 

D2.2. BERTHA Data 
Format and Common 
Acquisition Principles 

OTHER It is directly related to 
ensuring that the 
collected data can be 
understood and 
integrated across 
different systems and 
platforms, a key 
aspect of data 
interoperability. 

VED 

D3.1. HUB 
Architecture, Data 
Formats &; 
Requirements 

REPORT It aims to establish 
the architecture and 
requirements for the 
Open Human 
Behaviour Data Hub. 
The iterative 
approach allows for 
continuous updates 
to the architecture 
and requirements.  

CAP 

D3.4. HUB’s data 
governance and 
policies 

REPORT Adhering to GDPR 
guidelines and 
implementing data 
governance 
measures can 
contribute to 
interoperability by 
ensuring data 
exchange and re-use 
between researchers, 
institutions, 
organisations, and 
countries while 
adhering to 
standards and 
regulations for data 
formats and privacy. 

VOR 

Table 4. Interoperability of BERTHA datasets.. 

 

The table regarding interoperability aims to detail how the  BERTHA project ensures that its 
various data deliverables and research outputs are accessible and usable across different 
systems, platforms,  and by diverse stakeholders. It specifies the data type, the interoperability 
measures taken, and the responsible partners, ensuring data can be exchanged and reused 
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efficiently, promoting collaboration and integration across researchers, institutions,  
organisations, and countries while adhering to standards and regulations. 

WP2 will be crucial in addressing the specific standards, methodologies, and vocabularies for 
data interoperability in the BERTHA project. At the beginning of the project, a needs 
campaign will be conducted to collect different requirements necessary for human driver 
modelling. Once these indicators are identified, WP2 will completely define them to allow 
their usage. Depending on the acquisition and usage circumstances, the definitions of 
indicators may undergo significant changes in terms of units, frame rates, and referential.  

 

3.2.4. Increase Data Re-use 

 

According to Horizon Europe's Guidelines on Open Access (OA) [12] to Scientific Publications 
and Research Data, the data will be licensed. The licensing will permit the most 
comprehensive re-use possible while respecting Intellectual Property Rights (IPR), 
confidentiality obligations, and the owner's legitimate interests. However, the granting 
authority can object to transfers or licensing under certain conditions. Partners will notify the 
granting authority before any intended transfer or licensing, providing details about the 
results concerned and the planned exploitation of the results. These processes ensure that 
data licensing aligns with EU interests and the specifics of the project and data involved. 

During the time the DMP is being prepared (from Month 6 to Month 36), decisions will be 
made on which data will be made open and which will be kept confidential. If an embargo is 
sought to give time to publish or seek patents, it will be specified in future versions of the 
DMP, bearing in mind that research data should be made available as soon as possible. 

In subsequent versions, the DMP will describe the measures that will be utilised to ensure the 
long-term preservation of the data, thus ensuring that the data remains reusable for as long 
as possible. 

3.3. Ethical aspects 

Since the assessment will encompass user studies, securing ethical approval is necessary. 
Each partner is tasked with obtaining its ethical approval via the appropriate methods, 
notably from any (national or local) ethics committee or other bodies such as data protection 
authorities. This section will outline each partner's process. 

 

● The Instituto de Biomecánica de Valencia (IBV) has submitted its application to the 
ethical committee at the Universidad de Politécnica de Valencia, where the IBV is 
based. The application includes comprehensive details about the measurements they 
intend to make. While the endorsement to handle the ethical aspects of the project is 
anticipated, the status is that the application is under review and updates are awaited. 
 

● VEDECOM will secure approval from the VEDECOM legal department regarding data 
privacy, adherence to GDPR, and all study documents. 
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● The Computer Vision Center (CVC) will secure the endorsement of the ethical 

committee at the Universidad Autónoma de Barcelona. 
 

● In the case of FI GROUP, no approval from the ethics committee is necessary. All 
approvals or validations of FI GROUP data processing are made by the Privacy and 
Information Security Committee. Ethics committee approval would only be needed if 
the data to be processed could involve any risk to the company’s values or ethics, 
which is not the case with BERTHA’s WP6-related data for the communication and 
dissemination activities. 
 

● Deutsches Forschungszentrum für Künstliche Intelligenz (DFKI) will secure approval 
for user studies from the Ethics Board at DFKI as well as the Data Protection Officer 
(DPO).   
 

● AIT will secure approval from the AIT Data Protection & Information Security 
department regarding the contents of the T1.2 survey, as well as the related data that 
will be collected from respondents and analysed. 
 

● In the case of CIDAUT, the Data Protection Officer will be in charge of the 
anonymization of the data, in such a way that the personal data of individuals 
participating in various trials will be used strictly confidentially and published solely as 
aggregated statistics (anonymously) and under no circumstances as individual data 
sets. Considering this type of anonymized data to be registered and European GDPR 
regulations, there is no need to report the data registration to the Spanish Data 
Protection Agency. In any case, CIDAUT has a Data Protection Officer (DPO) at the 
Company who will collaborate with the personnel involved in the project, ensuring 
compliance with data protection at all times. 
 

● UGE will secure approval of UGE experiments from the UGE ethical committee as well 
as the Data Protection Officer regarding data privacy and adherence to GDPR. 
 

● CON does not need approval from the ethics committee since it would only be 
required if the data to be processed could involve any risk to the company’s values or 
ethics, which is not the case with BERTHA’s WP6-related data for communication and 
dissemination activities. However, it’s important to mention that all legal sanctions 
inflicted on any partner responsible for sharing data should not reverberate on 
Continental or other partners if they already have used this data.  The procedure in this 
case from Continental side is to ensure that we immediately stop using the mentioned 
data while being out of any further legal sanctions. 
 

● CAP will secure approval from the Data Protection Officer and the legal department 
regarding data privacy, and also in adherence to GDPR, and all study documents. 
      

● Europcar Mobility Group (EUR) will secure approval from the Group legal department 
and DPO regarding data privacy, adherence to GDPR, and all study documents. 

 

In line with the principles of Research Integrity and Transparency, BERTHA is committed to 
conducting research transparently, fairly, and unbiasedly. We ensure that all data-sharing 
processes are transparent and communicated to all participants. This includes providing 
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comprehensive information on how their data will be used, shared, and preserved. Specific 
methods for achieving transparency include detailed consent forms and accessible data 
management plans. These methods are detailed further in Work Packages 2 and 6. 

Furthermore, we uphold the principle of Respect for Participants and Society. We treat all 
research participants respectfully and ensure that their data is handled carefully. We consider 
our research and data-sharing practices' societal, ecological, and cultural implications. This 
extends to our approach to data sharing and long-term preservation, where we prioritise the 
rights and interests of our participants and the broader society. Our commitment to these 
principles ensures that our research is robust, reliable, ethical, and respectful. 

BERTHA's approach includes implementing secure data storage solutions. These practices 
are elaborated in WP2.  
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4.  ALLOCATION OF RESOURCES 

4.1. Estimations of Costs for Making the Data FAIR 

Data management activities are limited to project management costs and will be covered by 
allocated resources in the project budget. Any additional costs for open access or early 
publishing will be paid from the project's allocated budget. 

4.2. Responsible for the Data Management 

The BERTHA consortium has agreed that each institution will provide the contact details 
of their respective Data  Protection Officers (DPOs) to all data subjects involved in their 
internal research. This ensures that data protection is prioritised at the institutional level. 
Additionally, VED has appointed Dr. Steve Pechberti as the Data and Ethical Supervisor for 
the consortium. With this, BERTHA will establish all data requirements and the steps 
necessary to ensure GDPR compliance based on the various types of data collected. 
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5. DATA SECURITY 

Ensuring the security and integrity of data across multiple work packages and partner 
contributions is paramount in the BERTHA project. This chapter outlines the provisions for 
the secure storage, transfer, and long-term preservation of sensitive data. 

The data storage and security of the data has to consider two stages: 

1) The data shared among partners. Covered by the Exchange Infrastructure and 
Temporary Storage. 

2) The data collected and stored by each partner. 

5.1  Data Security and Exchange Infrastructure 

The BERTHA project employs a hybrid data storage solution led by Vedecom (VED), involving 
centralised data storage and decentralised systems maintained by various partners. This 
approach allows for flexible yet secure data sharing and accessibility across the project's 
spectrum, from WP1 to WP5. 

An important component of this infrastructure is the establishment of secure gateways that 
facilitate access to data across different platforms, enhancing the efficiency of model 
realisation and validation tests for CCAMs. A homogeneous solution is pursued wherever 
possible to minimise the need for extensive interfacing between the BERTHA system and the 
data. 

Sensitive data will be transmitted using encryption protocols (e.g., TLS/SSL) to prevent 
unauthorised access during transfer. A preliminary prototype of this system (D2.6) will be 
developed early in the project lifecycle, with subsequent enhancements detailed in D2.7. This 
phased approach ensures that the data exchange system evolves in line with project needs 
and security standards. 

Finally, in the current discussions regarding the HUB repository, it is ensured that data is 
stored locally within each partner's system, adhering to GDPR requirements by only 
necessitating the user's name and email. User access control is essential, involving robust 
policies to protect data against unauthorised access, granting access based on predefined 
rules and roles, and securing the HUB's capabilities. 

5.1.1 Contractual and Security Compliance 

 

All project partners will enter into a data processing agreement with VED to govern the data 
exchange and storage. This agreement will outline the security measures and access controls 
appropriate to the risks associated with storing personal data, ensuring compliance with 
relevant legal and regulatory frameworks. 
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5.2  Temporary Data Storage Solution 

In addition to the long-term solutions provided by VED, the Institute of Biomechanics of 
Valencia (IBV) offers a temporary storage solution during the initial phases of the project. This 
solution includes: 

 

● Secure Storage: Data is hosted on secure servers at IBV’s Valencia, Spain facilities. 
Access to this data is safeguarded through advanced security protocols, the specifics 
of which (e.g., Nextcloud, SFTP) will be finalised based on consortium requirements. 

● Development Workspace: A secure workspace for software development is provided, 
featuring version control via Git, accessible through Gitlab and SFTP interfaces. 

● Certifications: IBV’s data management and security practices are certified under 
ISO/IEC 27001:2013 and the National Security Framework (Royal Decree 311/2022), 
ensuring compliance with high information security management standards. 

 

Finally, BERTHA recognizes the need for long-term preservation. Therefore, we plan to: 

 

● Identify certified repositories for data curation and preservation. 
● Ensure compliance with best practices for data archiving. 
● Document metadata and contextual information for future reference. 

 

5.3 Data collected and stored by each partner 

BERTHA collects data from individuals. Therefore, the data is initially linked to the contact 
details of the individuals and should be considered personal data. The partners that collect 
the data apply different policies about the contact information of the individuals: 

● No collecting the data. Some partners will recruit participants through an external 
company. 

● Delete. Some partners will delete the contact details at the end of the project. 
● Keep. Some partners keep the contact information because they maintain a database 

of individuals fulfilling the GDPR and national laws. 

In any case, the data shared between partners will be pseudonymized or anonymized. 

 

PARTNER Policy 

IBV Keep 

VED Delete 

CVC No data collecting 
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Table 5. Policies for deleting contact information 

 

5.3.1 Instituto de Biomecánica (IBV) 

IBV's data management and security practices are certified under ISO/IEC 27001:2013 and the 
National Security Framework (Royal Decree 311/2022), ensuring compliance with high 
information security management standards. 

IBV will keep the data it generates and processes in its storage system: the central 
institutional servers in IBV's facilities (Valencia). The servers are protected by a firewall and 
with restricted access permissions to project folders, where only the system administrators 
and the Principal Investigator of the project can grant access to read, write, and modify them. 
Weekly backup copies are only accessible by system administrators, and monthly additional 
backup copies are located in a separate building within IBV's private network in the 
Polytechnic University of Valencia. IBV's employees are forced to follow a security policy with 
strict rules for accessing the information systems to ensure security and data protection. 

IBV keeps people's contact information in a password-protected database that complies with 
Spanish law and GDPR. The contact information is only used by the "User Location Area" of 
IBV to recruit participants. Researchers do not have access to the contact information. 
Researchers will have access to pseudonymized data only. 

 

5.3.2 Vedecom (VED) 

About the data collected in local servers at VED: Access to the data is restricted to the 
researchers working directly on the project. All the data is anonymous, and it cannot be 
traced back to individuals. 

 

 

FI GROUP Keep 

DFKI Keep 

AIT Delete 

CIDAUT Delete 

UGE  Delete 

CON Keep 

CAP No data collecting 

EUR Delete 

UV Delete 
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5.3.3 Universidad de Valencia (UV) 

UV will work in the processing of data collected by other partners for the purposes of the 
BERTHA project, following the security and confidentiality protocols established by those 
responsible for each data set. 

 

5.3.4 Computer Vision Center (CVC-CERCA) 

CVC will code and execute simulation scenarios (based on the defined Use Cases) in the 
CARLA simulator, either for training or testing purposes, using DBMs or not. During the 
execution of such scenarios, simulated data may be collected locally. In the short term,  access 
to this data is restricted to BERTHA partners. After reaching associated publications, the plan 
is to make this data publicly available, considering the best option given the data size (a 
significant number of terabytes is expected). 

CVC has applied the appropriate technical and organisational measures to guarantee the 
confidentiality and integrity of the data and can demonstrate that the processing is following 
current legislation and that the protection of the rights of the interested parties is 
guaranteed. 

To this end, the CVC has implemented a Personal Data Protection Management System to 
determine and apply the technical and organisational means at its disposal to prevent loss, 
misuse, alteration, unauthorised access and theft of the data provided, without prejudice to 
inform that the Internet security measures are not impenetrable. 

Likewise, the CVC has implemented internal controls in order to regularly verify, evaluate and 
assess the effectiveness of the technical and organisational measures implemented to 
guarantee the security of the processing. 

 

5.3.5 Fundación CIDAUT (CID) 

CIDAUT applies a procedure to separate private data from test results data, so the data are 
anonymized. Thus, there will not be a direct relationship between personal data and data 
recorded during the BERTHA project. In any case, all personal data to which the Cidaut 
Foundation has access are treated following EU general data protection regulation (GDPR) 
procedures. In addition, the Data Protection Officer will coordinate the actions between 
Cidaut and the Spanish Data Protection Agency to solve any problem related to personal data 
attending to this regulation. 

 

 

 



    
Funded by the European Union. Views and opinions expressed are however those of the author(s) only and 
do not necessarily reflect those of the European Union or the European Climate, Infrastructure and 
Environment Executive Agency (CINEA). Neither the European Union nor the granting authority can be held 
responsible for them. 

 

27 

 DATA MANAGEMENT PLAN (DMP) 

 

6. CONCLUSIONS 

 

This document describes the main principles of the BERTHA project for the Data 
Management Plan (DMP). BERTHA's DMP provides a foundational framework ensuring data 
management aligns with the project's goals and adheres to the necessary standards and 
regulations. 

The DMP release is a formal commitment by partners to adhere to the data management 
strategies it defines. As a living document, it will update and expand as the project evolves 
and new information on data collection, transfer, and handling arise. This report shall be 
considered the first release of the DMP for the data in the project. A revised version will be 
prepared towards the middle and end of the project. 

Future releases should detail data licences, formats, interoperability, and others. By 
continuously refining the DMP, we aim to address emerging challenges and incorporate best 
practices, ensuring robust data management throughout the project's lifecycle. 
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